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Avenda Windows Universal System Health Agent (USHA)

Microsoft Windows
(XP SP3/Vista)

Microsoft NAP Agent

Avenda Universal

Overview

The Avenda Windows USHA enhances the coverage of NAP end point health
inspection in Windows Vista and XP Service Pack 3. The USHA provides for
extensive, supplemental system health checking in conjunction with the most
popular anti-virus, anti-spyware and personal firewall products in use today. In
addition, the Avenda USHA can check the status of system services and existence

SHA of specified registry keys, and can be configured to auto-remediate a quarantined

host.

Seamless Operation in the NAP Environment
v" Avenda Universal System Health Agent (USHA), installable on Windows
Vista and Microsoft Windows XP SP3 as an add-on to the Microsoft NAP
client.
v" Avenda Universal System Health Validator (USHV), installable as an add-
on to Microsoft Network Policy Server (NPS).

Microsoft 802.1x,
VPN, DHCP ECs
(wired/wireless)

Comprehensive Health Checks

v Firewall Status — Verify firewall status with auto-remediation.

v Service Status — Check for different services running on the system and
auto-remediate by starting or stopping services.

v' Anti-Virus Status — Ensure anti-virus software is up-to-date and auto-
remediate by triggering T AT ]
updates.

v" Anti-Spyware Status —

Avenda Windows SHV

Select the Windows OS version Il'vlicruscrﬂ Windows Vista j

Services  Registry |Antivin.|s | Antispyware | Frewal |

Ensure anti-spyware software is up-to-date and
. . . r Registry keys to be present
auto-remediate by triggering updates.
. . . | Name | Value Type |
v" Registry Checks — Scan for specified registry keys HKEY_CLASSES ROOTcerlficat... Edthags 1 DWORD F
. . . HKEY_CURREMNT_USER\Softwar. Uszer PASY  yes String
and auto-remediate by creating, deleting or HKEY_LOCAL MACHINE\Softwar... Certig 101 QWORD
e . HKEY_CURRENT_CONFIG"Softw... ProxyEnable 0 DWORD it
modifying specified keys. [
Hemnwe
For current list of supported anti-virus, anti-spyware and
personal firewall products, send email to
asknap@avendasys.com.
r— Registry keys to be absert
Mame Value | Type
Supported Platforms HKEY_LO(_Z.i.L_M.i.CHINE'-.SYSTE...I .%ud'rlBoot I 1 DWORD I Add
‘/ MICrOSOft W|ndOWS VlSta (a” VerS|0nS) HKEY_CLASSES_ROOTFrinters... Auto Install ez String
v" Microsoft Windows XP Service Pack 3 and above Edi
For a 30-day free trial, go to e |
http://www.avendasys.com/html/evalReqForm.shtml.

Quarartineg Message

For pricing information, send email to
sales@avendasys.com.

Your system is nat compliant with the comporate policy. Please visit http://jupiter us avendasys.com for updates
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Product Information:
http://www.avendasys.com/nap

NAP Questions: asknap@avendasys.com
Sales Inquiries: sales@avendasys.com

Avenda Systems, Inc.

2855 Kifer Rd, Suite 102

Santa Clara, California 95051 USA
Tel: +1 408.748.1993

Fax: +1 408.748.1997
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