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1 Scope and Audience
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2 Background
2.1 Purpose of IF-T and EAP Protocol Bindings
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3 Use of EAP-TNC with Tunneled EAP Methods

3.1 Model
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Figure 2. EAP-TNC and EAP Protocol Layers
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3.1.1 Tunneling
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3.1.2 Protocol Encapsulation
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Figure 4. EAP-TNC TNCCS Handshake
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3.4 Tunneled EAP Methods
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Note: Existing Tunneled EAP methods are not officially recognized by any standards body. The
ones discussed here have all been described as Internet Drafts in the IETF. Specifications for
these have been submitted to the IETF draft repository. Items in the IETF Draft repository are
removed after 6 months if they are not modified. The specifications for some of the Tunneled EAP
methods described in this document have been timed out. However, they are available from other
Web sites.

3.4.1 EAP-FAST and PEAPv2
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3.5 EAP-TNC Sequencing
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4 Access Protocol Bindings (Informative)
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Figure 5. Access Client and Gateway Relationship
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Figure 6. IF-T Over 802.X
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4.2.1 IKEv2 Dialog
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5 Security Considerations

5.1 Threat Model
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5.2 IF-T Capabilities

5.2.1 Interaction with Platform Trust Services (PTS)
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5.2.2 Authentication Protection
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5.2.3 Protection of TNC Data
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5.4.3 Tunneled EAP Minimum Protections
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5.4.4 Recommended Security Practices
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5.4.5 Protecting against MiTM attacks against EAP-TNC
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5.4.5.1 Example Attack Against EAP Nested Tunnels

4 % 8% o ) % 4 % % 9% %
% 5 ) 7 % ) % 6 s 7 9 %
% %4 H#% % D % % D % %

7 9 % % 7% T D% dh7% (

(.‘ ¢ )

Laptop1 Server1



$ % & G

Figure 8. Clean Laptop Accessing Wireless Network
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Figure 9. Attacker MiTM Network for Accessing Company Network
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5.4.5.2 Countermeasures using the Trusted Platform and TPM
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5.4.5.2.2 Diffie-Hellman Pre-Negotiation (D-H PN)
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6 EAP-TNC Protocol Definition (Normative)
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6.1 Protocol overview

L % $) % 5 LR | (
[ D 4 7 L 5  I' — 6 D % 7
$ % w 7 % 9%( ) % D% % o+ 4
% % . + % 6 ( L % 7
D% .+ ¢ % %9 % 7 D) % %
%4 % ( .+ 7% 6 ? * L
4 B 1t — % % $) % % 4
( 5 D% AL Y D% % %9 4 %
% B 1" — 6 % $D % % 4 $ 7
% 4 (
% % N 50)% D % ) % 5 % 1vo— (
" % D * % J JI % % %
| 0] | Jrre % % 7% % %
D ( > % D% % D % $ % % % D%
% D) 4 )% % % D) D% D % % I J
D (
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6.1.4 EAP-TNC Compliance

D D % D> % 7 % o H2$ %) % D % D
% $) % 9 4 (

6.1.5 Security claims

$ - ; D% (

0O % D

%
H %% %
- %
%
< 5% 3
< - .+ % +U

- % % % 9 %

6.2 EAP-TNC Conversation Example
4 7 % % %S5 1" > % 8 % 7 -+
oo



(% -(-

Client

Server

EAP-Request (EAP-TNC)
(EAP-TNC Start,

A

EAP-Response (EAP-TNC)

S bit set)

[TNCCS Message]

\ 4

Optional

TNCCS Messages exchange

EAP-Request (EAP-TNC)

A

EAP-Response (EAP-TNC)

[TNCCS Message]

(M bit set,

L bit set,

Length included)

[TNCCS Message fragment]

EAP-Request (EAP-TNC)

A

EAP-Response (EAP-TNC)

(empty acknowledgment)

[TNCCS Message fragment]

\ 4

TNC exchange completed

Figure 11. EAP-TNC Conversation Example

6.3 Diffie-Hellman (D-H) Pre-Negotiation

4 D 1 % 9 7 % .+
%4 % 9 #o# % # 4% D% h)
% 6 ? C(C %%9 % (@ 4 %
4 % $) % ( D % % 6 $+,21.
S+ 7 % %4 % D7 % #% $( DI
% % o $+,21. % 5 % % D%
5% % L 6 % %
> D S+ $+,21. 4 5 % 6 #3
% 7 % 5 4 % 5% (
% % $+,21._ 4 7 6 .+ B 7
% 6 7 % % % 7 (
S+ T %4 4 % 7 % 4% 97% D) % 4 (
5 % % % " % #2%
% (T % % % 97 %% .+ 6 0% % D
% 6 7 % % . % 4 % % M % "
D % 7 (@ % % #2$ 7% ) %
D % % -+ - % 4 > % 7 .+
4 4 7 % % 8 % L+
> %
6.3.1 Use of D Flag
1.3 % e % #2$ 75 4 %
F3( %t % % % e D % #23$ %
% D% 4 W % 8 % ) % (%
$) % $) % #2% , 4 d % 7 . %
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(1 #"3 - % %% D % 7 ?
% %4 @ > L+ 8 % % #"3 7
7 % 7 % + 8 %

6.3.2 D-H Pre-Negotiation Message Syntax

4 D% %o 7 % D T
8 % > % % %o 7 - % (.
% #2% 4 %o+ D % " 0% " -6 5 %
> % 7 S % b) % . + 8 % * $+,21. %
) % % % > % o+ 8 % 4 7 9
7 8 % 5 #"3 DIKL
8 % | > % % 7 % % %o+ D) %

8 %

6.3.2.1 D-H PN Hello Request Format (sent by Authenticator)

% % % . + D % D % % #2% 4 ) 4% 97%
D w4 | D % % % % 7 % 4 " % .
% 0% % % .+ 7 % %% %7 4
% ("% 6 7 ) - % (@
6.3.2.2 D-H PN Hello Response Format (sent by Access Requestor)
% % % D % 6 7 %D % %
6 % % % WA % 7 D% .+ %
7 - % (0 8 ' % % %
8 .+ 7 4 % 4 4 5% 8 % %
? % > (6 D4 D R 6
D IR : -+ % D> D)D) > (
1 2 3

01234567890123456789012345678901
+—t—t—t—F—F—F—F—t—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F -t —F—F—F—+—+
| D-H Group | Min. Nonce Len] Reserved for future use |
Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt -ttt -ttt —t—F—F—F—t—+—+

.+ % .+ (% F(;(C
.+ % % (
% 6 #'3 % 7 % % % 7% %
% % % % (
# 1 " 6 % %) D D% %4
4 ( 5% 4 D> D)D) 6 (
6.3.2.3 D-H PN Parameters Request Format (sent by Authenticator)
% % % % L 6 D % % > %
% %) -+ 8 % ( > % % % L
% % D ( -+ #2% 4 D +
- ( " % L % 7 % .+
% 6 o #2$ D % -+
" % #'3 7 % 1 8 % 7 o+
4 %) % 7 $ - %% % D) %%
" % % .+ ! % % -+ 4
5%  ? > ) 0% %

8 % 7+ % %) -6 > %




1 2 3
01234567890123456789012345678901

Fot—t—t—t -ttt -ttt -t -ttt -ttt —t -ttt —t—F—F—t—F—F—F—t—+—+
| Reserved | D-H Group | Hash Alg. | Nonce Length |
+—t—t—t—F—F—F—F—t—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F -t —F—F—F—+—+
| thenticator Nonce (A-Nonce) .. |
+—t—t—t—F—F—F—F—t—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F -t —F—F—F—+—+
| D-H Public Value (A-Pub) .. |
Fot—t—t—t—t—t—t—t -ttt -ttt -ttt -ttt —t—F—F—t—F—F—F—t—F—+

- 5 #H2% 4 % H2$ 4 4 " D> %

> D %
.+ $ -+ ? 490 D % 6 L
) .+ + - D % (% F(;(C
-+ % % (
+% D % % % D(S F(;(
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(
1 1 4 5% #2$ 4 % % "F%
#2% 4 % 6 % # 1 4
% 6 L .+ + - > % (
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D 4 % % -+ (%
FG(C h -+ (

6.3.2.4 D-H PN Parameters Response Format (sent by Access Requestor)

% % % 6 L % %) D % 7 D
-+ 8 % D % %4 % % % % D 5% (
% -+ % 4 %4 L) 6 % -+ 4 5%
% % 8 % (O % % 5
D % *4 % 7 % 5 D D% % D
5 % (
1 2 3

01234567890123456789012345678901
Fot—t—t—t -ttt -ttt -t -ttt -ttt —t -ttt —t—F—F—t—F—F—F—t—+—+
| Nonce Length | Hash Alg. | Reserved |
+—t—t—t—F—F—F—F—t—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F -t —F—F—F—+—+
| D-H Public Value (AR-Pub) .. |
Fot—t—t—t -ttt -ttt -t -ttt -ttt —t -ttt —t—F—F—t—F—F—F—t—+—+
| Authenticator Nonce (AR-Nonce) .. |
+—t—t—t—F—F—F—F—t—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F -t —F—F—F—+—+

1 1 4 ( 5% #2$ 4 % % “F%
$+,21. D% 4 9 % L (
+9% D $ % % D)? 440 D % .+
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6.3.3 Diffie-Hellman Pre-Negotiation Protocol
4 D % 8 % 7 .+
% ("% 8 % % % 7 %
4 % * $+,21. - % % 7 -
+ ( #'3 % %4%9 % % % 6 : % %4 4
4 % ("t o+ D % #H2$ %5 - % "
7 % %y 7 > % 6 7 .
e (
NAR NAA
i EAP Request i
- ;
3 EAP Response »i
§< Quter EAP tunnel establishment (creates key K°to protect the tunnel) >§
! ! Protected
I g I EAP Tunnel
' EAP-TNC Request (D flag set) 1 Cont:nts
! EAP-TNC Response (D flag set) »}
} EAP-TNC Diffie Hellman Pre-Negotiation }
» >
H=Hash i
(Nonces,Key') |
14 EAP-TNC Request (Query) i
Extend H into EAP-TNC Response (Signed Measurements and PCRs) }
PCR ‘»
i i Inner key
| | \\\ KI
} EAP R S /Fail Bindi bject } ]
34 (protectszuosr::: lﬁeyzc:::rataeldu;regn: mlir:( ;??(Eaj:cflii) >Fi\\\__//
Figure 12. EAP-TNC with D-H PN Example
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6.3.4 Diffie-Hellman Pre-Negotiation Hash Algorithm Values
5% +% 5% % % D
4 -+ 5% % % 7

o S
IRRRRRRZ21]
S S

" Q $+" "oCH
Q $+' CFiCH
-Q- 5



$ % & ("

D D % D % 7 5 (- % o H#2$ 4 %

% %4 ($ D D> %  #2$ % % ) 5% %
%4 (

6.3.5 Diffie-Hellman Group Values
4 5% o+ 5% -+ D
5% % % 7
+—t—t—t—t—t—F—+—+

IRRRRR 32 1]
e

%

Q% 5% 4% D) <
Q% 5% 4% cC D <Y
Q% 5% 4% ") <K
-Q- 5
D D % D % 7 5 (" % - #23$ 4 %
% o %4 ($ D D> % #2$ .+ 5% %
%4 (
6.3.5.1 Diffie-Hellman Group 1 Definitions
-+ D% % D 5% % #2$ 4 7
% %4 5§ N %9 D <1
4 5% 8 % 7 #2% 4 " D4 (
.+ D% % 7 0#2% 4
DI D4 5%
P PBF  "T PF UVGPDB HT™ B B;li

7 % % 8% D)% 5%

FFFFFFFF FFFFFFFF COOFDAA2 2168C234 CAC6628B 80DC1CD1 29024E08
8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD EF9519B3 CD3A431B
302BOA6D F25F1437 4FE1356D 6D51C245 E485B576 625E7EC6 F44C42EQ
A637ED6B OBFF5CB6 F406B7ED EE386BFB SA899FA5 AEQF2411 7C4B1FE6
49286651 ECE65381 FFFFFFFF FFFFFFFF

6.3.5.2 Diffie-Hellman Group 2 Definitions

- + D% % D 5% % #2$ 4 7
% %4 5§ S 4% C D <V#,. BFH(
4 5% 8 % 7 #2% 4 "B 4 (
o+ % 70H2% 4
DI "B 4 5%

271536 - 271472 - 1 + 2764 * { [2~1406 pi] + 741804 }

7 % % 8% D)% 5%
FFFFFFFF FFFFFFFF COOFDAA2 2168C234 C4C6628B 80DC1CD1



% &

29024E08
EF9519B3
E485B576
EE386BFB
C2007CB8
83655D23
670C354E

(-

8A67CC74 020BBEA6
CD3A431B 302BOA6D
625E7EC6 F44C42E9
5A899FA5 AE9F2411
A163BFO5 98DA4836
DCA3AD96 1C62F356
4ABC9804 F1746C08

3B139B22
F25F1437
AG37EDGB
7C4B1FE6
1C55D39A
208552BB
CA237327

514A0879
4FE1356D
OBFF5CB6
49286651
69163FA8
9ED52907
FFFFFFFF

6.3.5.3 Diffie-Hellman Group 3 Definitions

2%

2

;% 5 0

4 5%
+ D%
DD

272048 - 271984 - 1 + 2764 * { [271918 pi] + 124476 }

% % 8%

FFFFFFFF
29024E08
EF9519B3
E485B576
EE386BFB
C2007CB8
83655D23
670C354E
E39E772C
DE2BCBF6
15728E5A

- + D% %
N { 4%
8 % 7
% ?0H#2% 4
CF4 5%

D% 5%

FFFFFFFF CO0FDAAZ2
8A67CC74 020BBEA6
CD3A431B 302B0OA6GD
625E7EC6 F44C42E9
5A899FA5 AE9F2411
A163BFO5 98DA4836
DCA3AD96 1C62F356
4ABC9804 F1746C08
180E8603 9B2783A2
95581718 3995497C
8AACAA68 FFFFFFFF

D 5%

#2% 4 CF4

(

2168C234
3B139B22
F25F1437
A637ED6B
7C4B1FE6
1C55D39A
208552BB
CA18217C
ECO7A28F
EA956AES
FFFFFFFF

8E3404DD
6D51C245
F406B7ED
ECE45B3D
FD24CF5F
7096966D
FFFFFFFF

% #2%$ 4 7
- ) <V #H, .

C4C6628B
514A0879
4FE1356D
OBFF5CB6
49286651
69163FA8
9ED52907
32905E46
B5C55DF0
15D22618

80DC1CD1
8E3404DD
6D51C245
F406B7ED
ECE45B3D
FD24CF5F
7096966D
2E36CE3B
6F4C52C9
98FA0510

BFH(
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7 References
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7.2 Non-Normative References
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