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2 Background
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3 IF-IMC Abstract API

(€ @& " # 0 1#3 "o
#H1H 2 2 ! 6 " #
.| #H #H < @ " !
2 #H1H 8 6 N3 8 (K 2 ! 6
2 # ;1 " # <

3.1 Platform and Language Independence

1! " " 3 & 37" H#t
) ! " 3 &t 7,0t 1k
# i r - . 4 " 4 " !
;! $ 3§04 3 @& # "3 gt 11
3 % 6 4 $ "3 4 #1 3 # 31
3 6 " 6 2!
C 4- " 4 3 2 1 6
- "6 +.. 1 #3 " 04 & #H#1 " B: 4" 3
04 & #H#t .1 1" #Ht 1] # 3"

11 %64 § # 21 ! #1# 13 6 3
#1#H %)/ .+ 1 11 3" 6 3 # TH\H# # 3]
6 " 2 ) # " 4
6 #7 6 2 1 6 6 21 83

! # 3 4" "3 1 # 3
) ) # & ! I ) #
&  # 3 3" B & # # 1
) ! 218 NI ) 3 0 7

o #; 4 # A I B ] # 3

3.2 Extensibility

# "7 31 51 # " " 34% @ n- 4 17 31
# #9 (&4 I#3 §"  # 1 3" 0§ "4t 4+
3.2.1 API Version

A - 4 @& 11 4 # 3 # 3

"1 #4 5 " S ! $ $ " % 6 4 $
#$ 1 " " " 61
4 # 31 3 - " ( 4 1 #1 1 4
(& # T#W# # 31 : "o
3.2.2 Dynamic Function Binding
&  # ! %)/ .+ 1 - 3 - 1 16
" ! 3 v e @& " 16
# 6 ! /A S ! 3
0 + # 3 ! 2 4 !
! #11 1 (& 4
d 1 # A + # 1 1 # # 2 2!
/ 3 #H1# $4 ! / ) 3 H#I1# ! 7 3
4 4 $ 4 #! 3 # ! !
4 1#3 !
Revision 8 Published Page 16 of 74

TCG PUBLISHED



3.2.3 Vendor IDs
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3.4 Data Types
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3.5 Defined Constants
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Network Connection ID Value Definition
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3.5.4 Network Connection State Values
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3.5.6 Vendor ID Values
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2 / D 2 @& ! LI
! 12 #1 " 2 #$ <) 2 !
# 1 ! LY/ ! / ) 3 Q" 1
LI 2 &/ #H 1 ! L)
2 / / 1& H OHIH & 4 143
! 4 / 71 & H#H TH#HVH# (& 4 143 !
2 2 / L , #1 & ! LI |
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# 4 12(& 4 143 31 — $ 6 I
4 4 L #1 & 1 3
/ # (& 4 143 !
$ / ! LI 1 ) 6 3§
%)/ .+ 1 #rurp 1 4 1#3 § 143
L , #1 & § " 1? 1? # 1 1§
%y/.+ 1 6 § %)Y/.+ n -
# , #1 & 2 2 6 !
LI # 0§ %)/ .+ 1 " —
3" § # 44 8 .- 51 # 8 8
" ! 623 3 # 51 )
# 3! 4 4" <
Input Parameter Description
7 ( T T3
/ 1& H#1# (& 4 I "3
/ 71 & THIH (& 4 I "3
Output Parameter Description
L , #l & LI /R " (& 4 1#3
Result Code Condition
!
o1 ! H# (& 4 ! '3
2
€ 8 ( # $ 3 i
&/
1 (" 400 #
! / 2
D no" D !
3.7.2 TNC_IMC_NotifyConnectionChange (OPTIONAL)
H - ;
< < C 7
< < ( (
< < - >?
Description:
2 2 ! #H 6 8
3 ( " - : B2 2 3!
4 N - 4 & / ) !
401 6 4
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6 8 6 8 #
LI | N/ .+ # | # ! D) O# 1 #
! ! $ %)/ .+ 6
6 8
1 1 19 (
1 1 1 (€] %)/ .+ "6
# " ! 4 " "1 8% " 8 %64
%)/ .+ 3 " " 6 8 4 # 1 ' 6 8 $
4 6 8 612 3 2 6 6 ! & "
5P " (" 6 8 # 3 C 4 (
* HHE 2 6 4 2
! ! LI (N # "
! 4 " 8% " 8 (0O 26 # 3
! ! ( 3% 8 % 8 31
3
! ! ( $ %)/ .+ "
6 8 Y 4 D) 6 8 + 2
! ! ;12 2 6 8 6
#H 6 8 +<
/ ( # / + 4 4"
# $ ( # S / 4
6 8 + (e 8 4 N #8 1 4 "o
$ 31 51 # 8 8 - # 8
/ 40 ) B
Input Parameter Description
/ ( + "3
¢ 6 8 +6
- 6 6 8
Result Code Condition
!
! 8 ( # $ 3 L
1 " 4 1" 1 #
! / 2
2 / 2
D n D) 2

3.7.3 TNC_IMC_BeginHandshake (MANDATORY)

« 7 G
(

¢?
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Description:

2 2 ! 8% 3
! # # 3 %)/ .+ #
6 3! ! /A !
" YOH# 3
( 6 2 ! $ %) /.+ ) 6 2 ! #
" 6 61" 8" 1 (C
2 ! # ! ! 7 6 8 # 1 &+&&"& <
¢ / HIH !
/ ( # 0§ / 4"
#$ ( # 0§ 4 )
6 8 + (0 8 41 #8 1 !
$ 31 51 # 8 8
Input Parameter Description
7 ( T T3
( 6 8 + # 6
4"
Result Code Condition
!
! 8 ( # 3% Q"
1 41" 1 #
! / 2
2 / 2
D n D 2
3.7.4 TNC_IMC_ReceiveMessage (OPTIONAL)
S ;
< < C 7
< < ( G
< < , & & / =
< < )</ =
< < -/ ">
Description:
2 2 ! "4 #
3! #H " V43 "3
H #H "3 # / 3
#H : <
%)/ .+ # 6 3
! Q" ! # ! "
# #
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( 6 2 ! $ %)y/.+ ) 6 2 # 3 ! #
6 6 I 8" o8 1 (C
2 "l # ! ! 7 6 8 # 1 &+&$&7& 6 <
0t H# 1 # ! 6 4 # # 1 2
" " H1#H ! / ) 4 # 3!
/ D 3! P
6 # $ n 3 ! #
/7 ( # 8 / + 4 4" "
#$ ( # 0§ / 4]
6 8 + / # 0§ / 3!
# 3 24 / #
/ 1#3 # 4N /
# ? ; <§ / # # 3 6 2 #3 " 4
! 4 / - # 0§ / #H
40N  J # 4N 4 1) v 7 "3
K # 2 " & LT (e 8
# #8 1 4 ) ! $ 31 5r "
# 8 8
Input Parameter Description
/ ( T =3
(C 6 8 + 6 # 6
4
/ * 3! #
/ 1#3 #
/ " #
Result Code Condition
1
! 8 ( # $ 3 2"
1 (" 400 #
! / 1
2 / 2
D 1 D )
3.7.5 TNC_IMC_BatchEnding (OPTIONAL)
,# ;
< < ( / (:
< < ( c?
Description:
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2 2 ! 4" 3 4
3 14 " ko2 # 3
# ! 1 3 2 " ( O # 1 # ! 6 #
# 2 # 4 """ 4 "4 !
< 2 r n 4 e
2 # ! -
( (0 2 # ( 6 2 ! $
%)y/.+ ) 6 2 # 3 ! '
6 61" 8" "8 " "l # ! !
7 " 6 8 # 1 &+&&"& 6 <
/ ( # 0§ / + 4 4"
#$ ( / 4
6 8 + (0 8 4 0 ! 4 !
§31 50 " #8
Input Parameter Description
/ ( +
¢ 6 8 + 6 3
Result Code Condition
1
! 8 ( # $ 3 Q"
1 & 4 "1 #
! / 2
2 /
D - D
3.7.6 TNC_IMC_Terminate (OPTIONAL)
SH &/ ;
< < «c 7 7
Description:
2 2 ! 2 6 26 8 # 1
2 D 2 " 2
/ D 2 7 2 ;6 !
1? 1< "4 ! # $ 2
o ' 6 Yy 1" 6 1
/ ( # 0§ / 4 21 4"
#$ (¢ 8 / (# 4 0 4 1)
# $ ! 1 $ 31
5 " # 8 8
Input Parameter Description
/ ( +
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Result Code Condition
[
! 8 ( #$ L
1 (" 40" #
! / l
2 / 1
D n D 2

3.8 TNC Client Functions
1 H 1 H "3

2

D
3.8.1 TNC_TNCC_ReportMessageTypes (MANDATORY)

TCG PUBLISHED

H T & s
< < C 7
< < K T - -
< < ) , >7?
Description:
¢ i ! #H 31 # 3!
4 ) 620 ! # - "6
+.. 3 / FG. 17+ # 8 3" s .U 61
2 3 2 #H & 2, 2
6 2 #3 " LI "& 2, #H
" 71 & " #H 143 2
- . #H 4 " ? <$
"0 & - # # 3 6 2 # 3 4 N
# +3 / 4 2 4" (e 8
/ ( # 4 4 1) " !
1 " $ 31 51 8
¢ 2 / HIH ! / 2
# / D 2 -
! 2% 2 612 2 #H
! 2 / ! #
! 2 2 H1 H L H# $ # 4 2
kor 4 #H 3! $
2 / D 24 #
51 #H 6 4 + 1 Q "6 13
5 5 612 4 L# 6 #H
67 51 #H 6 "+ G ( 5
6 13 5 5 612 4 L# "4t
+ 13 2 " & $
# 2 1 2 (/A #H r " 2
2
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Input Parameter Description
/ ( + "3
, T & - * l H ! "3
- 1#3 # ! 3
Result Code Condition
!
1 ( 40" #
! / 2
2 / 2
)} no" D !

3.8.2 TNC_TNCC_SendMessage (MANDATORY)

i

< < ( / (:
< < ( (:
< < & & / =
< < )</ =
< < R 4 Lt >?
Description:
( 2 ! 4 # "4 #
3! "3 / # " 143 3
3 / # 4 1 / #
? <$ / H # 3 6 2 #3 " 4 1 4 N
# " 3 / " # / ( #
/ 4N 4" # %
# 0§ / 4" 6 8 + (0 8 4
#8 1 4 ! $ 31 51 # 8
8
Q 2 / #1H# ! 2 / ) 4 # "
31! / D 31! !
2 61 2 # 1 31 §5I11 ! 14§
1 #H |
/ D 2 ! 1) 4" 2
$ $
" ! # ! 4
3 $ %)/ .+ ! LA ! 2
6 HH 6 # S n
4, &
(0 ! HHt #
2 E=4 ! 2 4 " 251 #
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! / ! # % 6 4 § / D
#H 6 4 "+ 7 6 13 7 4 N 4"
! 61" " $ " 3" :D 4 1 3 $
%y/.+ 1 1 (G
Input Parameter Description
/ ( + "3
( 6 8 + 6 # 1
3
7/ * 31 #
/ 1#3 #H
/ " #
Result Code Condition
1
1 ( 41" 1 #
! ! #H 2 1 #
! / 2
2 / 1
h) n o h) !

H 4, &-;
< < C 7
< < ( G
< < & & >7?
Description:
( 2 ! 8 8% " 8 /
+ / ( # 0§ 6 8 + (
# 0§ 8 2 &
# 6 8 + ! ' ( 5§ 51
8 % 8 21 6 8
(0 8 # #8 1 4 ! $ 3!
51 # 8 8 & # 7 6
51 "8 (0! o 6 #H
"8 C " ) 51 " 51
8 ; 2 8 #H 3 3 H ! 6 8
4 < ( (0O 2 ! #$ 4 8 % 8
! 2 6 LI Vi L #H # 3! 2
! 6 $ ( ©’ 3§ 51
51 "8
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# " $ %)/ .+ ! n "
5 n # " 8 3!
$ %y)/.+ ! no" 91! 5 "
"8 %)/.+ ! n - !
H "ol " " H
Input Parameter Description
7 ( T T3
¢ 6 8 + 6 "8
51 "
& * 6 "8 51 "
Result Code Condition
" "8
5 #H "8
91 5 6 f # "8
1 (G 4 "1 #
! / " 2
2 / " 2
). - D
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4 Platform Bindings

C " 345 . # " " (& " " ! #H
/ # " ! # 31 6 22 #S " 6
%y/.+3 #H 1 # " / # 21 #3 " 603 " "l

4.1 Microsoft Windows DLL Platform Binding

- "6 N 1 #6 # 4 3o ! c
3 - "6 ;— "6 :F "— "6 -8 1 < ! — "6 F&
- "6 - "6 $— "6 Al— "6 $— "6 ASCB3 — "65 " I
1 18 6 4 - "6
# 1 1 # %+ 3" 6 3l
#1## # 31 6 . 2 ] # %648 #
1o ;1 @4 < I HL#H It #HOH !
L # ! 3" # 6 1 # " 3

4.1.1 Finding, Loading, and Unloading IMCs
D)

- "6t 1 3 6 6 6 3 2"
I " %649 r " ! 3 # rr oot 21
6 - ! 6 ! 4" H !
6 / ! &! # "I 61 ! 6
1
- - 6 + l #3 ' $ HIH + -
+ Q" 2 3 "3 4] ! 12
+ 6 28 6 8 2 3 3 4]
! 2 41 8 " ! +& &
# ! "& & ! 2 S $
3 B / 6 2 #3$ 1
- ! $ 2 2 &/ 1)
+..1 2& +& &. # N %)/ .+
6 28 6 8 /A A "H#H L %648
%) /.+"1 3 # 8 3 " 8 k HH
#H 3 6 6 "o 2 "
(0 2 ! 2
D #H 4 - "6 ; nv 2 — "6 Af— "6 A} "— "6 9§
! 4 "1 #H "7 1."6 4
! #H " 8 2 Q" % 6 4 § 3 #
1 51 (& t ## 18 6 ! #1 1 " !
H#H n #1 H# H H 1 8
3 LI ' 3 18 6 2 6 I 4 $
4 1 1 1 1 1 H 1
2 ! # o 2 & 26 1 3 '
! # H# "# ! ! & 111 H I 4
— 6 2 HHH
C 3 ! §2 + K
#H # + 2 ! 3
1 1 6 Qs ! 3 6 ! ) 6
3 # 4 21 6N 20 $ 4 "
2 +..9 4 H#t 6 2 1
+ 1 1 6 $ " H# " 1H# # 1
3! 51
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4.1.2 Dynamic Function Binding

- "6 +.. 1 #3" " ! " #
# 6 ! " Y
"8 & 1 $ !
" no ! !
- "6
( #1 # # 1 16 # 6
5§ # # ) 6 i
3 ) # # " ! #
316 ! 6 ! I
! 3 #1# i # #
7 N0 13 ! ) 8 4
1 7 " 1 &
4.1.3 Threading
+.. 51 " 3 " $ !
.. # "6 2 " #
+.. % 64 3 # ! # 3 1
; $31 3 < +.. / 3 "3 Tt #
" 4 1 4 i +.
+.. (O " 2 / 3 "
+.. " 68 38 1" ot ] 6
8% " 8 ; <
Q .. %)/.+ 1 #1D) 6
"6 6 # Q" o# !
# 1 &+&&"& 6 <

4.1.4 Platform-Specific Bindings for Basic Types
- - "6 +.. 1 #3" § 3 "

3 @ # " 169
.- , # )*?
)* # 13 1 "4
- , & < , & & 2
, & & # 47
, & & ) 6 7101 #

4.1.5 Platform-Specific Bindings for Derived Types

- - "6 +.. 1 #3 " § 2 #
" " 3 & # " 269
- - < - I)
" # 4 1
" . 6 71 1 #

4.1.6 Additional Platform-Specific Derived Types

- "6 +.. 1 # 3" @& "
4 e
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416.1

Function Pointers

Revision 8

#$ "

, #1 & >7?

c?

>?
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3 & 2 H
! '3 & &
# H
&>;
&>;
&>;
&>;
&>;
&>;
. &>:
&>;
& &>;
&>;
&>;
>?
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4.1.7 Platform-Specific IMC Functions

- "6 +.. 1 #3 " @& " 2!
/ 3 #1# "3 #HIH# 1 #3 "

4.1.7.1 TNC_IMC_ProvideBindFunction (MANDATORY)

1# "& 21 ;
< < C 7
< < 2, & + 2, >?
Description:
H1# - 6 +.. ! # 3 / 2
2 #H ! 2 / 2 ! HH# 2 2
#$ 4 3 ! !
3 "1 3 1
/ ( # / 41 4 #$
+ 2 # 0§ / 3 !
(e 8 / (# 41 4 1) #$ !
1 (" § 3! 50 " #8 8
Input Parameter Description
/ ( + "3
+ 2, & 2
Result Code Condition
1
! 8 ( #$ 3 ]
1 ( 4" 1 #H
! / 2
2 / 2
D n - D 2
4.1.8 Platform-Specific TNC Client Functions
- "6 +.. 1 #3 " @& " 21
/ 3 HI1# "3 2 #1# 2 #3 "

4.1.8.1 TNC_TNCC_BindFunction (MANDATORY)

H# 2, ;
< < ( / (:
< < & < , / =
< , < <"1, 2, " &>?
Description:
2 #H1H - "6 + 2 # 3 /
21 # ! C ! ! 3
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! 3 ! $ 2
2, 3 2, #
"'& 2,
/ ( #H + 4 4 "
#$ (e / (# 4 4 1) "
#$ " 1 " $ 31
51 " # 8 8 . / #
y ! oty 0
/ "1, 2, " & # 6
" " 623 " " " 51 "l $
/ 3 " ! ! ) 6 § 51 "ol / 3
" o ! & $ %)/ .+ 3 (IR
D 3 n 1 $ / 6 ! H
! 4 ! # 50 # " 2
# " 1?
Input Parameter Description
/ ( " w3
» / #H ! 6 51 "
Output Parameter Description
1, 2, " & * 51 "l
Result Code Condition
!
! / " 2
2 / " 2
1 " 4" 1 #
D n - D)
4.1.9 Well-known Registry Key
(" 1 " 34§ 6108 6 1 "3 2" - "6
2 # 8 " "6 %>"0E.) (.E (% ~ 4 26
LV # 514 ) %>"0E /**" E/ ** 4
%>. " ! 6 2
e %>"0E.) (.E (% -~
6
T #1
1% 14 "3l 3
" 8 ;1 "< 401§ 2619
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. 4 1 “Path” **" EQ 6 I 517 " +..
37 "

. 24 11 “Description” *" EQ 6 4 " 1#
"3t +. .
#H " “H “# 3 "3 $
7 V4 ! R 2 & " # +1 ) D>
& 24 8 # 3 6 8 ? " 34 2 "
/ ! ?2"4N "8
C 7 # #H 3 " " 4 " 2 4 " 8
4N 8 1383.6 1 8 # 0 # ! 4 "
8 400 #1 3 6 4 " o+ " " < 4 v
6 " " 7 4 "+ #H#1! 3 #H#T 1 16" # 3
LI 6 # 3 1216 "3
6 4 " 4N P 4 " " !
4 $ 2 4 " 6 4 " + n"
n 8 2 # 6 4N # " E & " 4 " f 2
" 41 ") 2k ! L7 # 2
51 # § " 349 2 " / ! 24N
"8

4.2 UNIX/Linux Dynamic Linkage Platform Binding

/ F .17 # P 4 §$" 8 $ " 4 #3 """ 4
P 4 / F " _ 1" 3 8 A D) 2 #
3" ! # 2% 64§ 3 " ! 24 - #
. "1 2 "4 / F # / FAD

4 1 / F o H# 4 / F . 171 /
1

# 1 2 # %)/ .+ 1 3" 6 3!

#THIHF # 31 6 " / / # %6458 #H

2 1 ;! @ 4< ! #HILH# : " "3 #H1H

! 2 1 # ! 3" 6 r# " !

3

4.2.1 Finding, Loading, and Unloading IMCs

- / F6. 7 + # _ 8 2 # 3 " 9§ #H1H "
#2020 7T V3 1 ;1 8 6 "3 +..< —
2" 7 1 3 1 n 3 " " ] "3
4 "1 " 2 4 12
7 1 3 1 B "o #H 2
2 1y " 1yt #
6 #H LY/ T A | 20 1 ! < 32 "
2 1 71 3 2 # - # 0 4N
" / H # " # 1 1 H " "
2 ! # /! 2 o1 § " 3"
B / 6 2 #93$ 1 —
" ! $ 2 2 &/ " ry "
7 13 11 # # # 0
4 %/ & 1:;6 # 3 6 #t  HHE S
%)/ .+ 8 2 potooryo" "o
# 2 2
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# # ! ! 31 16
Qs 13 6 ! ) 6 3 # 4
2 61 0 § 4 2 ! $
4 #H##1 6 ! 1
1 16 § "# R P # 1 31

51

4.2.2 Dynamic Function Binding

/ F6. 17+ # .8 ) #3 ! S 3"
# 6 1 o ? 61l ! #
# ./ 1 § 1 " > 6 § 1 oo
no ! ! ##t / F 17
( #1 # # 1 16 # 6 !
§ # # ) 6 i ! 6 ) #
3 (! # # 1 # & 2
316 ! 6 1 1o
! 3 #1# i #H 1 1 — LLS
7 N0 w3 ! ) 8 4 !
! 70" &

2 4 13 2
51 2 C # 3 P Y 13
2 §$1 ! § H# H#t < 2
4 #1$ 6 2 3 31 26 3
1 71 1) 1 "
2 / D! %6453 . 5! ! /
¢ ;13 / DX ! ¢
/ D 28 %)/ .+ 2
2 2 $ %)/ .+ 3 # 6 2 3
2 2
¢ / /L 6
7 # 1
2 # ? # o1 " 2 /L (
2 ; 6 / < # 2
@ 3 6 /L : HH ¢ 2 03
" 2 3 "
¢ 3 6 N 0;/L BAS/L B+$/L B:$/L < # 3
z 7 / 3 /L P/ () (< / 3 16"3
14 "3l # oo 2 ? 2 < " /L
P/ () >< ) 1 s # /L P/ ()
> 11 ( /L #
14 "3l #H / #H /L < " 12
7 1 30 1 ;! 3! an /L ( # 1 <
7 13 1 7/ D) 3 2
1 #! 6 #HoOVH# "3l # (
! ! 1 %yY/.+ " " (0 : " 2 2
(0 ! #H # 8 #1 51 " L # 31
0 6 " 2 62 ! 3 #
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C 7 H H 3 " " 4 " l 4 " "
!l 6 1 8 l (@ r 4 " "
#1 3 6 4 " +; " " < 4 6 " "
7 4 " +HD 3 H#H#ET ] 26" # 3 LI 6 H
3 26"3 7 l LI "1 /L «
! H 4 " " " #H 6 3 " "3
"3 4 " 6 N 7 $
4 " 6 4 " + ne l 0 # 3 6
E ! & $ K 14 "3l #H " 4 " f !
l 1#3 " 4 " f ; < "
1#3 "ol K ! 17 #H
" %)/ .+ 1 ?2"4 0" " #HH# "
3 86 " # 31 6 #HH# " "
2 6 ! 2" 7
(@ " # HH#E S H# S HS " "l 316 %)/.+3
"3 " ! 176/ F & #1" 1 6
"3 LI 3" 4" 11 7 l #H
% l # 1 1 " R
A <#
# A // /7 . / B 0/ / B 0/ &
&> C76
// A C7*) <;C76%06D C76 O** C7*EQ%22222>
/" . A QO
/ A C7ED:E(:E):*6:** / C7**:*6 *
B 0/ A C7E :E%:FG:E%:* :ED:E(:E):*6:** [/ C7**:*6 # C7*6 *
/ A C7ED:E(:FG:*6:** / C7**:*6 *
B 0/ A CV7E :E%:FG:E%:* :ED:E(:FG:*6:** / C7**:*6 # C7*6 -
/ A <;C76%06D C76 0*% C7*)0%22222>
# A <;C76%06D C76 0%2 C7*%0%22222>
- A <;C76%06D C76 0%22222>
A ;C7)60)D>
& A < C7F <;C76%06D C76 0%22222>
& A %<;C76%06D C76 O%22222> ? , [/ / & " &,# &
l H 4 /8 /5 "B 0/ "1 "
1 176/ F & #1" "1
) #L" "1 # !
% #1101 # "NC 02 61 63 & 46 4
H /T H# #
@1 ,&+ /. :
4.2.4 Threading
7 v 31 1 5 * 3 " $ 1 / D
2 H "6 l H#" 2 #H
% 6 4 § H l # 3 1 ! H#
; $ 3! 3 S / 3 31 tt #N ) "
4 T 4 2
(e " 2 / 3 " 26 "
6 8 3 8 1~ " " 2 l 6 51
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8% " 8 ; <1 " 2 /

Q ! %)/.+ ! # 0 386 # 1 <)
) # 3 ""6 6 #

4.2.5 Platform-Specific Bindings for Basic Types

- / F6. "7+ # _ 8 2 #3 " 9§ 3
3 & # " 2619
- , # )*?
)* #H " 13 1 4N
- & < & & ?
, & & # 4 01
, & & . 6 701 #

4.2.6 Platform-Specific Bindings for Derived Types

- / F6. 17+ # .8 . #3 " . # 4"

3 & # " 269

4.2.7 Additional Platform-Specific Derived Types

/ F6. 17+ # . 8 1 #3 " @ " 4
4 v
4.2.7.1 Function Pointers
! " " 2 ! " 3 (&
3" # 8 ! r " 3
2, " ! #
8 [E=
) JH O 5< #$ " &>;
C 7
1 & / 1& =
1 & / 71 & =
1 & <", , H1l & >?
- 1# ;< = " &>;
C 7
( =
- >?
" 1# ;< &>1
C 7 G
( 2
- JH O < &>
C 7 ¢
¢ =
, & & / =
>/ -
- / -- >r)
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C 7
( ?
- # ;< &/ &>
Cc 7 7
" 1# 1< " & " &>1
C 7
K LI -
) e
" 1# ;< &>1
C 7
¢ =
& & / =
>/ =
- / -- >t)
" 1# L] 41 &-l &>1
C 7
¢ =
&. & >?
L JH O :< 2, &>
C 7
& <, / =
<", ' &>?
LT JH O o< "& 2, " &>;
C 7
2, ' & + 2, >?

4.2.8 Platform-Specific IMC Functions

/ FG6. 17+ #H# . 8 / #3 " @& " e 2
! / 3 #1# "3 #HIH# 1 #3 "

4.2.8.1 TNC_IMC_ProvideBindFunction (MANDATORY)

JH "& 2,
< < ( / (:
< < 2, ' & + 2, >?
Description:
H#H1H / FG6. 17 + # 8 2 # 3 /
21 # ! 2 / 2 ! HH 2
2 # 3% 4 3 !
! 3 "1 3 !
/ ( # 0§ / 4N 4 # 3
+ 2, # / 3 !
(o 8 / (# 4 N 4 1) # $ !
1 (G $ 31 51 " # 8 8
Input Parameter Description
/ ( + "3
+ 2, & 2,
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Result Code Condition
!
! 8 ( # $ 3 2
1 (" 400 #
! / 2
2 / 2
D 1 D )
4.2.9 Platform-Specific TNC Client Functions
/ FG6. 7+ # . 8 2 # 3 " @& 2
! / 3 #1# "3 2 H1H 2 #3 "
4.2.9.1 TNC_TNCC_BindFunction (MANDATORY)
H# 2, ;
< < ( / (:
< < & <, / =
<, < <", 2, &>?
Description:
2 #H1H / FG6. YT+ # _ 8 2 #3 /
21 # ! C ! ! 3
! 3 ! $ 2
2, 3 2, #
"'& 2,
/ / ( #H + 4 4 "
#$ (e 8 / (# 4 2 4 1)
# $ ! 1 " $ 31
51 # 8 8 / , / #
' ! 6 ", 0 ex
/ 1, 2, & # 6
" 623 " 51 vl $
/ 3 D1 & ) 6 § 51 "ol / 3
" DI & $ %)/ .+ 3 P
Input Parameter Description
7 ( T T3
» / #H ! 6 51
Output Parameter Description
1, 2, & * 5l "o
Result Code Condition
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h) n - D !

4.3 Java Platform Binding

04 & # 4" # 8 3 31§ 16 # " ! #
# 2 ne "3 7 ! # 8 1 !
# 261 o 2 novoo !
04 & #S 2 ! "O# "6
$ 04 & #1v 3 "4
¢ #$ ) 4 04 & # ! "6 04 & #
1" 04 & # | B "1 D) @4
&  #4 # 3 1 " ! HOoOH#HI#
04 & # %W+ 3" 6 3 #TH#HI# # 31 6
" 2 ) #
4.3.1 Object Orientation
@4 & #1 " " " 8 "4 04 &
! 3 04 4 3 "
g 3 € @&y §
1 3 QG @& 4 3 # #
6 ! " ) 4 #LH !
6 4 6 ( ! 3
41 "3 6 "
(¢ HLH 04 & #1 / #HI#
(¢ #H 04 & #1 /.  HL#
4 3 HL#
/ ] &
4.3.2 Exception Handling
7 " 31 04 & # 4 31
nooto# #1 "3 € & 7 #1371 2
"6 ! n - "3t $ 04 & #1 v
7 - 2 6 nooon € &
2 / 3" "3 7
4.3.3 Limited Privileges
04 & # 16 nen ! "6 1# " 4l -
@4 & @ #0+> "G #1# "6 ( Do$& # $
" # 04 & # ! ! ! 1o
$6 # 3" 3 " # L6l " " "1# 6
novotom "
@4 & #1 " " " 68& # ¢ 2 "3
%" 3 1 " i # 0" "4 4 % 6 4 $
# " 0wo#
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04 & #T " # & # #H# " 8 !
l o # 3 16 # 4 #
6 4 " 6 1 "t o#r R B
@4 " #1001
— ? # 7001 "4 "6 <
/ ! A 60" # " # P
VA "<
— noo# " 2 e $ S 4 ?
(o # # 3 #1 ) " (
pv#H#H  "621 6 . " (
47 v $ SN CR &4 TH ™ # 1
# " # 41 " C 418 N C L
2 3 " 6 # # $ 4 8
(51 " 14 1) "4 1 c ot/ ) 3
LI N 8 6 (42 L 6
6 1 " # #o0m <
.86 $6 noo# " $ "/ ?
(o # # 3 #1 " /A
# "e6en1 6 (o # " f #
47 " $ N CR &4 H # )
# " # 41 " C 415 (¢ " (511"
2 3 "6 # # $ Y 8
(oo 14 1) "4 1 C ot/ D> 3 1o
/ " # LI R O ! #
# # " # 3 1t #
51 "3 # #1 6 # 2
! # "3 # 4 # oo
" 6 ! ! " &4 " 62 ! 413 & #
oo (o # 612 " #
S B #
> ! s 6 1# " 4l 4 #6 1#H "1 7T#HLS
" ! 41 2 ") 6 6 8 (
" ! 41 g 7 " #
#" § 612 33 o) 4] " i 28 $
<
4.3.4 Finding, Loading, and Unloading IMCs
- @4 2 #3 " S #1H# " 21— D
" "3 1 3 3 # = 1 %)/.+3 "
" 3 "3 1 31 )3 # " "3 4 "
eC ( %)/.+ 3 " 1§ 4 1 2
41 = " 2 "3 3 "3
131 23 # " "3 4t B:C " #
!
( 2 6 1 " 04 %)/ .+ ! #$
" eC ( 1§ "t # 6 #1300
20 2 ! 2 #< 30 " 2
%)/ .+ 6 2§ 12 2 " 2
# 2 " R ! "
! : - ! # $ / !
A N 60 " # " # ;!
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/>, 1 . "< %)/ .+ 8 1 "o

/ 6 /] k #$ # " - "6
$ 2 / 2 k &/ # " r2 " 1 6123
"7 "3 @
G 3" ! " §2 " # 0
# H " 1 rT 31 1e
Q ! 3 6 ! % 6 4 § 8 "3
6 04 & #1 " 6 - "6 +..1 " § 2 & #
" # H

4.3.5 Dynamic Function Binding

04 & #1 " " ! I 3" ! 16
g 3 " TR QG @& " 16
" # 6 QG (& ) # #I1# " 6
51 P
! " # 6 R L N !
" # 8 h # " # " #LHE S
& 1T g 7 " 6 ! # " 31
6 # # #6 1"3 # " "
"7 & ; 64 @& "4 "7 <
SR " 7 § 1 6# " v 6
86 # 1 # 7 § 1
$ 3 " 6# " "o
4 7 (&} # 6 #1 3 6
N\ EFFFE0 6  FFF 4 "+ 4 7 61 !
4" #0 " 6 4 "7 # #

4.3.6 Format of the tnc_config file

2 4 1 3 "
50 ™ 70" C # 3 P 282 " 13
: " $2 " ! $ 10" 2 4
#H1$ " "6 2 3 "3l 26 3 LI
t " n P
2 / D! %643 ! 5r " ! /
;13 / DX 1 7 ( "
/ D 18 %y/.+ " " " 2
2 $ %)/ .+ " 3 #6 23 " "
: " 2 2
Q " " Y A /L 6
7" #H#H " "
2 # "2 # 1 - 2 " /L (
2 ; 6 / " < # 2
(@ 3 6 /L : HHH (¢ 2 "3 "
@ " "7 3 "
@ 3 6 NoC ( 0;/L B(GS/L BS/ZL C8/L BS$ /L +§ /L BAS
/L B+ /L B:$ /L < 04 ; ! 04 & #1 " <
# 31 " 7 / 3 /L P/ () (=< / 3
26 "3 1# "3 # 2?7 < " /L
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P/ C ) =< ) LI 1# "3 # /L
P/ () C>< 11 ( /L
#H V4 "3 # 7/ # /L <$ I 517 "™
# ] 6 / D e $ 16 "3 Il < (
/ #H 12 : ! ;6 LA 3" o
/L ( #H 1 < Y 4 ) 3 2
HTHHE # 31§ I 501 " ) # %/ .+ )
/7 (
1 #! #H 0 4 6 #o1# "3l
# ( ! ! 1 %)/ + " " (0 " 2
2 (0 # # 8 #1 51 22 #H R ¥/
# 31 0 6 " 22 #
2 1 3 #
C 7 # # 3 " " 4 " 2 4 " "
. 6 1 8 2 (@ 1 4 = |
3 6 4 "+ 0" " < 4 " 6 " " 7
4 " +H#! 3 #H#E"T 1 16" # 3 P 6 # 3
26 "3 7 2 LI "1 /L (
! # 4 " " " #H 6 3 r - "3
"3 4 " 6 L e 7 $
4 " 6 4 " + n " 2 # 3 6
E ! & $ KoooI# "3l # " 4 " f 1
2 143 " 4 " f ; < "
143 B k ! 17 #H
" %)/ .+ ! ?v4 0 " HH "
3 86 " # 31 6 HH#E " "
2 1 6 1 2" 7
@ " #H HH#E S H $:4 #S§ 40 "l 306 %)/.+
3 "3 " ! 04 & # 1" 1) 6
"3 1y 4 3" 4" L | 7 2 #H
% 2 # 1 (¢! " B B
A <#
# A // /7 . / B 0/ / B 0/ &
&> C76
// A C7*) <;C76%06D C76 0**  C7*EQ%22222>
/" . A Q0
/ A C7ED:E(:E):*6:** / C7**:*6 *
B 0/ AC7E :E%:FG:E%:* :ED:E(:E):*6:** / C7**:*6 # c7*6 -
/ A C7ED:E(:FG:*6:** / C7**:*6 *
B 0/ A C7E :E%:FG:E%:* :ED:E(:FG:*6:** [/ C7**:*6 # C7*6 *
/ A <;C76%06D C76 0*% C7*)0%22222>
# A <;C76%06D C76 O%2  C7*%0%22222>
- A <;C76%06D C76 0%22222>
A ;C7)60)D>
& A< C7F <;C76%06D C76 0%22222>
& A %<;C76%06D C76 0%22222> ? , [/ / & - &, # &
2 #H /8 /7% "B 0/ " " !
04 & #1 " 2 & "1 L #1"
"l # 2
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% #1 1 04 #HUNTT H 06 I 5v2 "1

# #HITHL T HI "o 6V 6367 #I1E# -
H /°# 1 #
110 @7 /°# @ /27 /°# 7 /°# , & + 7/°# [/ B &

4.3.7 Location of the tnc_config file

2 p # - "6
#$ ) %)/.+ K— +)— " .17t/ F o
) F #§ 1 %)/ .+ A "
"o ! # #
" (! # " # 6 #
! " ! 2 41
# 3 6 N— " 60 # 333 - "6
# S 33 . 18/ F ) F #
3" 34 " 7§ L/
3 - "6 "_. W/ F& ) F #
78 # 3 # 62 33 51 g 4 4
4.3.8 Threading
- @4 1" $ 50 " 3 " §
2 / D 0 # "6 2 " # )
i # % 6 4 $ # ) # 3 1
) # . § 31 3G / 3 "3 #1101
" 4 1 4 ) l
( (© ! / 3 L6
6 8 3 8 ! l ! 6 6 51
8 % 8 ; <
Q ! %)/ .+ 1 # 1 Ns6 # 1 <) 6
) # 3 ""6 6 #
4.3.9 Platform-Specific Bindings for Basic Types
— @4 & #2121 " § 3 " o 3 &
# oo L6%
)* #00" Q4K #
, & & # " 3 H. JK< 4N
ne" , & & 1 6 710 #"
o4 4 514 ) [ s 04 o @4
4.3.10 Platform-Specific Bindings for Derived Types
- 04 & #1 " ¢ ) # "4t "
3 @ # " 169
. # " 2 H JK< 4
L6 - 1 6 700 # "
4.3.11 Interface and Class Definitions
% "y 04 & #1 " &
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4.3.11.1 TNCException Class (TNCException.java)

ot #d !
"Lt # TNCException
7 B iH 7"

An exception that provides information on IF-IMC/IF-IMV errors. This exception class
which wraps the result codes defined in the IF-IMC and IF-IMV Abstract API MUST be
implemented by all TNCCs and TNCSs.

Each method in the IF-IMC/IF-IMV API throws an exception to indicate reason for
failure. IMCs, IMVs, TNCCs and TNCSs MUST be prepared for any method to throw an
TNCException.

This class defines a set of standard result codes. Vendor-specific result codes may be
used but must be constructed as described in the abstract API. Any unknown result code
SHOULD be treated as equivalent to TNC RESULT OTHER.

If an IMC or IMV method returns TNC RESULT FATAL, then the IMC or IMV has
encountered a permanent error. The TNCC or TNCS SHOULD call the IMC or IMV's

&/ method as soon as possible. The TNCC or TNCS MAY then try to reinitialize
the IMC or IMV with the IMC or IMV's # $ method or try other measures.

If a TNCC or TNCS method returns TNC RESULT FATAL, then the TNCC or TNCS
has encountered a permanent error.

" A # # TNC_RESULT_NOT_INITIALIZED
I # 3 # " 3 Q"
" 4H # # TNC_RESULT_ALREADY_INITIALIZED
I #$ # "6 2" 6 6 1 2
I &/ #H "
" A # # TNC_RESULT_CANT_RETRY
# "8
" A # # TNC_RESULT_WONT_RETRY
! #H "8
" A # # TNC_RESULT_INVALID_PARAMETER
" #H 4"
" A # # TNC_RESULT_CANT_RESPOND
" 6
" A # # TNC_RESULT_ILLEGAL_OPERATION
2 # "
" A # # TNC_RESULT_OTHER
/ "
Revision 8 Published Page 49 of 74

TCG PUBLISHED



-’+#
/ 1]

# # TNC_RESULT_FATAL
2

Constructor Detail

",+#  TNCException;>

! 7 - 3 R & L# rooton
E*" /. E) %**
",+#  TNCException;B : D& =
# & L# >
! L} v 7 " 3:
Parameters:
" 7
& L# no"
Method Detail
LtH # getResultCode;>
* 4 LY " 7 " 3:
Returns:

4.3.11.2 TNCConstants Class (TNCConstants.java)

" #H#1 !
"+ & TNCConstants

A collection of well known or common constants to be used by the IMC and IMV
packages.

Field Detail

# # TNC_CONNECTION_STATE_CREATE
6 8 "

# # TNC_CONNECTION_STATE_HANDSHAKE
8 31

# # TNC_CONNECTION_STATE_ACCESS_ALLOWED
8 #1" 4 H#HH# T 51 " 3 26"

# #  TNC_CONNECTION_STATE_ACCESS_ISOLATED
8 #1 " 4 #H " ;o 3 16"

%

#
'l

~
w

# #

Revision 8

# #  TNC_CONNECTION_STATE_ACCESS_NONE
8

#1" 4 H#HH T

TNC_CONNECTION_STATE_DELETE

6 8 *H 4 0 "

TNC_VENDORID_ANY
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- "# 4 "+

# # TNC_SUBTYPE_ANY

" # # 13
4.3.11.3 TNCC Interface (TNCC.java)
g1 ! #H
" HH & TNCC

These methods are implemented by the TNC Client and called by the IMC.

Method Detail

reportMessageTypes; = / =
# JK & - >
& - 7 -
2 # LI # 31 #
6 4 ) 612 1 #H I 1?
# (! # ! #
! # # 3 12

All TNC Clients MUST implement this method. The TNC Client MUST NOT
ever modify the list of message types and MUST NOT access this list after TNCC
reportMessageTypes() method has returned. Generally, the TNC Client will copy
the contents of this list before returning from this method. TNC Clients MUST
support any message type.

Note that although all TNC Clients must implement this method, some IMCs may
never call it if they don't support receiving any message types. This is acceptable.
In such a case, the TNC Client MUST NOT deliver any messages to the IMC.

If an IMC requests a message type whose vendor ID is TNC_VENDORID ANY
and whose subtype is TNC SUBTYPE ANY it will receive all messages with
any message type. If an IMC requests a message type whose vendor ID is not
TNC _VENDORID_ ANY and whose subtype is TNC_SUBTYPE ANY, it will
receive all messages with the specified vendor ID and any subtype. If an IMC
calls the TNCC's reportMessageTypes method more than once, the message type
list supplied in the latest call supplants the message type lists supplied in earlier
calls.

Parameters:
/ H#
, " & . H# 6 4
Throws:
7 " 1

>
& - 7"

requestHandshakeRetry; = / =
# &
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/] # " 8 8% " 8 /]
! 6 8 / 2 # # "
"8 #

TNCCs MAY check the parameters to make sure they are valid and return an
error if not, but TNCCs are not required to make these checks. The reason
parameter explains why the IMC is requesting a handshake retry. The TNCC
MAY use this in deciding whether to attempt the handshake retry. TNCCs are not
required to honor IMC requests for handshake retry (especially since handshake
retry may not be possible or may interrupt network connectivity). An IMC MAY
call this method at any time, even if an Integrity Check Handshake is currently
underway. This is useful if the IMC suddenly gets important information but has
already finished its dialog with the IMV, for instance. As always, the TNCC is not
required to honor the request for handshake retry.

If the TNCC cannot attempt the handshake retry, it SHOULD throw a
TNCException with result code TNC_RESULT CANT RETRY. If the TNCC
could attempt to retry the handshake but chooses not to, it SHOULD throw a
TNCException with result code TNC_RESULT WONT_ RETRY. The IMC
MAY use this information in displaying diagnostic and progress messages.

Parameters:
/ 51 "8
& "8 51
Throws:
7 " 1
4.3.11.4 IMC Interface (IMC.java)
& : &, /", & ,": : /
" HH & IMC

A Integrity Measurement Collector (IMC). These methods are implemented by the IMC
and called by the TNC Client.

Method Detail
initialize; >
& - 7
17? l LI l H i

The TNC Client MUST NOT call any other IF-IMC API methods for an IMC
until it has successfully completed a call to the IMC's initialize method. Once a
call to this method has completed successfully, this method MUST NOT be called
again for a particular IMC-TNCC pair until a call to the IMC's terminate method
has completed successfully.

Parameters:
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Throws:

7 - !
terminate;>
& - 7 -
2 "6 2 2 # " 2 "6 6 2
6 8 #Hl 6 E*" /. E C(C 7 D 2
I #H # tOH#TS 2 / D 2 7
2 I 1?7 #H# "6 #H ! " 2?
1< "4 6 7 # # S 2 (o)
1 6 ryom 1" 6 "l
Throws:
7 " !
notifyConnectionChange; =
# - >
& - 7 "
# 6 8 3
# " 6 ¢ 3 40 6
4 & " " 2 /
) ! 41 6 4

IMCs that want to track the state of network connections or maintain per-
connection data structures SHOULD implement this method. If an IMC chooses
to not implement this method it MUST throw an
UnsupportedOperationException.

If the state is TNC_CONNECTION STATE CREATE, the IMC SHOULD note
the creation of a new network connection.

If the state is TNC_CONNECTION _STATE ACCESS _ALLOWED or
TNC_CONNECTION STATE ACCESS ISOLATED, the IMC SHOULD
proceed with any remediation instructions received during the Integrity Check
Handshake. However, the IMC SHOULD be prepared for delays in network
access or even complete denial of network access, even in these cases. Network
access will often be delayed for a few seconds while an IP address is acquired.
And network access may be denied if the NAA overrides the TNCS Action
Recommendation reflected in the new state value.

If the state is TNC_CONNECTION _STATE ACCESS NONE, the IMC MAY
discard any remediation instructions received during the Integrity Check
Handshake or it MAY follow them if possible.

If the state is TNC_CONNECTION STATE HANDSHAKE, an Integrity Check
Handshake is about to begin.

If the state is TNC_CONNECTION STATE DELETE, the IMC SHOULD
discard any state pertaining to this network connection and MUST NOT pass this
network connection ID to the TNC Client after this method returns (unless the

Revision 8 Published Page 53 of 74
TCG PUBLISHED



TNCC later creates another network connection with the same network
connection ID).

Parameters:
3:
- 6 6 8
Throws:
7 " !
beginHandshake; >
& - 7 "
J 2 # " " 8% " 8
3 "ol # # 3 %)/ .+
# 6 " 3 # " /N
! # # " " " #H#
3

As with all IMC methods, the IMC SHOULD NOT wait a long time before
returning from the IMC beginHandshake() method. To do otherwise would risk
delaying the handshake indefinitely. A long delay might frustrate users or exceed
network timeouts (PDP, PEP or otherwise).

All IMCs MUST implement this method.

Parameters:
3:
Throws:
7 " !

receiveMessage; =

# / "=

+ JK 7/

& - 7 "
? 2 #H " "4 # #
3! "3 # #H 3

# #H / 3 #

The IMC SHOULD send any IMC-IMV messages it wants to send as soon as
possible after this method is called and then return from this method to indicate
that it is finished sending messages in response to this message.

As with all IMC methods, the IMC SHOULD NOT wait a long time before
returning from the IMC receiveMessage() method. To do otherwise would risk
delaying the handshake indefinitely. A long delay might frustrate users or exceed
network timeouts (PDP, PEP or otherwise).

The IMC should implement this method if it wants to receive messages. Simple
IMCs that only send messages need not implement this method but MUST at a
minimum throw an UnsupportedOperationException. The IMC MUST NOT ever
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modify the buffer contents and MUST NOT access the buffer after the IMC
receiveMessage() method has returned. If the IMC wants to retain the message, it
should copy it before returning from the IMC receiveMessage() method.

The message parameter may be null to represent an empty message. In the
messageType parameter, the TNCC MUST pass the type of the message. This
value MUST match one of the TNC MessageType values previously supplied by
the IMC to the TNCC in the IMC's most recent call to the TNCC's
reportMessageTypes() method. IMCs MAY check these parameters to make sure
they are valid and throw an exception if not, but IMCs are not required to make
these checks.

Parameters:
3:
/ .- # 3 "4
/ # 3 "4 "
Throws:
7 - !
batchEnding; >
& - 7 "
2 2 # 2 #H 4
3 4 3 14 T #H
3 # ! ! 3 2 ( (O # 1 # #H
6 #H #H# 2 #H 4 " 3
4 3 14 "0 4 <H " 21 N
4 i 6" 1 !
<H H 1 H H
/ 6 / D) =7

An IMC MAY call the IMCConnection's sendMessage method from this method.
As with all IMC methods, the IMC SHOULD NOT wait a long time before
returning from the batchEnding method. To do otherwise would risk delaying the
handshake indefinitely. A long delay might frustrate users or exceed network
timeouts (PDP, PEP or otherwise).

Parameters:

Throws:
7 - 1

4.3.11.5 IMCConnection Interface (IMCConnection.java)
org.trustedcomputinggroup.tnc.ifimc

Interface IMCConnection

& IMCConnection
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The IMC and TNCC use this IMCConnection object to refer to the network connection
when delivering messages and performing other operations relevant to the network
connection. This helps ensure that IMC messages are sent to the right TNCS and helps
the IMC match up messages from IMVs with any state the IMC may be maintaining from
earlier parts of that IMC-IMV conversation (even extending across multiple Integrity
Check Handshakes in a single network connection).

The TNCC MUST create a new IMCConnection object for each combination of an IMC
and a connection. IMCConnection objects MUST NOT be shared between multiple
IMCs.

Field Detail
H#H # TNC_RETRY_REASON_IMC_REMEDIATION_COMPLETE
% " 8 6 H#L1 " H"
# # TNC_RETRY_REASON_IMC_SERIOUS_EVENT
% " 8 6 " " 1 4 " HH
" 8 4 6 8 4 H1 3 1 "
H# # TNC_RETRY_REASON_IMC_INFORMATIONAL_EVENT
% " 8 6 " " 4 6 1" 18
HH 51 " 8 31 6 8 4 #HI
3 P
# # TNC_RETRY_REASON_IMC_PERIODIC
% " 8 6 6 | " 8 HH
" 8 31 6 8 4 H1 3 1 "

Method Detail

sendMessage;# / U=
+. JK 7/ >
& - 7 -
4 # 24 # 3!
"3 / # / # # 3 /..6
# # # "3 #
#

All IMCConnections MUST implement this method. An IMCConnection MUST
NOT ever modify the buffer contents and MUST NOT access the buffer after this
method has returned. The IMCConnection will typically copy the message out of
the buffer, queue it up for delivery, and return from this method.

The IMC MUST NOT call this method unless it has received a call to the IMC's
beginHandshake method, the IMC's receiveMessage method, or the IMC's
batchEnding method for this connection and the IMC has not yet returned from
that method. If the IMC violates this prohibition, this method SHOULD throw a
TNCException with result code TNC RESULT ILLEGAL OPERATION. If an
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IMC really wants to communicate with an IMV at another time, it should call the
IMCConnection's requestHandshakeRetry method.

Note that a TNCC or TNCS MAY cut off IMC-IMV communications at any time
for any reason, including limited support for long conversations in underlying
protocols, user or administrator intervention, or policy. If this happens, the
IMCConnection's sendMessage method will throw a TNCException with result
code TNC RESULT ILLEGAL OPERATION.

The TNC Client MUST support any message type. However, the IMC MUST
NOT specify a message type whose vendor ID is Oxffffff or whose subtype is
Oxff. These values are reserved for use as wild cards. If the IMC violates this
prohibition, the IMCConnection SHOULD throw a TNCException with result
code TNC_RESULT INVALID PARAMETER.

Parameters:
/ . H# 3 "4 "
/ H 3 "4 TH 3 1K
Throws:

7 " 1

requestHandshakeRetry;# & >

(8 8% "™ 8 /
"8 7" QG (& H#

Parameters:

& "8 51

Throws:
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5 Security Considerations

) # 3 ! 2 4"
# 31 "3 g # 8 6 8 "
! 2 ! # 6 8 )13 8
1#4 % ! # 6 ) # 1HS #
6 1#4 ! !
3 ! 2 ! #
# 44 # ! 6 8
! : < o # 1 # i : < 34
# " # " ( * 51 (<
3 6
5.1 Threat analysis
5.1.1 Registration and Discovery based threats
4 6 n )] #4 ! # 3" 3
7H 21 - "6 1 #1 6 " 6 8 " N A
] #$ ! 1) — "6 8 2 "6
L 51 2 ! 47 ) # # )
#1 4 1 4) " 14 8 (Y
4 $ " " "3 D 17
/ FS 1 v 4 51 # ! ! 1 (
6 ! 47 # " ) 4 8 ! ! # 1
L6 8 9
4
#4 41" s 2 6 1 G# 4
#1 8 ] 3 # 1 3 # 2 1 6
31 4 4 3 # $ ! 7
5.1.2 Rogue IMC threats
! i ! 3 47 $ # 3 3 # !
& 26 6 9
)4 6 # #
! (& 5! # ! /A B " 4N
& #1 # "3 #
& H# 6 (41
C 8 # 1 G ! <1 41
o
41" # §1 # # S
7 4 ! L N R 2T - 2 A
# 2 #oo! # 8
(*
1) 143 @& 1 + 4 <
4 # 31
i 4"
@& " 4v 4 " # 51
#
1 1] 51 8 + ) 4 <
81 3 ! # 1 Do+ 4 <
1 1 H# v "
/ 4 " 7 # 8
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5.1.3 Rogue TNCC threats

! P 4 " $ # 3 3 # 1 % 6 6 9
Y4 6 # #
2 (& 5! # 1 2 2 T 7 " 14 4N
( 8 # S & ) <1 "
4 )" # $2 H# H#H $
74 ! T R T I
H l H 1 H 8
(*
! l 143 $ na1 7 43 (& 2 $ 3!
1 i 4 1 1 1
1 1) 51 H 8 i+ . 4 <
/ 4 " 7 # 8

5.1.4 Man-in-the-Middle Threats

8 = # #" 3 6 " " $
3 6 " " $ 36 " # 3 3
3 # 1" 16 6
Q6 46 s#" R T A 3 6
" $3 6 " " § 3 6
" $
Q6 D # 1 # # 1 4 (
=51 1 "
5.1.5 Tampering Threats on IMCs and TNCCs
2t "6 #5401 § < [ R # "
16 8 # 1 # 16 6 9
) # # $ 6 1 # # $ 11 #
#
Q6 8 71 # 1 # " " #  ( * 51
5.1.6 Threats Beyond IF-IMC
! ! ! 1) 8
1 62 nooon 4 $ s o # 6 1
! " ( 1ot # 2

5.2 Suggested remedies

¢ # "3 81 " 34% 2 1 ? 31 3
VAR | ? " 3 16 2 608 6 #
16 2 3 9
. "OH 4 2
. 6 13 !
. 2 #H # ! 2 <
. 2 A 2
e "H 2 ! 2"
#H1 8 3 # "3 #3 2
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"1 "3 ! "

6 $ - 4 6
0" 3 26 ""! "4 # " " H OH?
3! " $ H#H 1 H $ 0" 6 ! 6 1 # H
8 " 3" 34
& # 1 4 & <# 4" 341 " 4 "
71 "6 ! 1 "& H# "1 & < 3 r T "
1 # 6 " "6 $ 4 0" ? # # 1
3 7" # $ " #H Pt 7 " 2
# 1 # 6 "4 ! & $ 1 &
- S | H | 1 # "l O# 8 7
#H#
#H "o 8 3 4 "3 ! 3 6
" " " 2 1 3 6 (G C
4 ™ " 1 4 85(& ! #H " 3 # "
% 6 4 § ! 3 4" "3 4 11
6N "0 $ 4 /A 7" $ 0" 4
HH! 6 " 12 1# # 1 "
3" 3 ! # 1 31 5 »
51 nam 3 n" " H#H"
? " 1 3 " 4 "< 3 51 4 "
8 1 $§ 64 % H# 11N < #H# 4
, " $ $ A TR | 4 " H
51 3 ! " "
R ! " 4 3 $ 41) 3! 2
1 : 3 /A
1 # 6 13 J #H)H #1 8 # 8
13 1 H N6 82 80 1 n
1 6 # " " 1 51 "$6 1 8 !
D 1 #H# ! #H H#H" 8 # 8 1 & " 3"
2 « "™ V| H ! 4 1:3 6 "
< "6 3 6 " 4" 3 #H11)
! " 2 1 H #H ? 9 11
H # 3 ! #H !
& #H #H " " 3 4" "3 ! "
1 #H 6 3 # 1 1) # 7 6 7"
4 #H# 9§ 3 H# O # " B I HH#E 1
J 4  # H ) H 623 " 1 " 3 "o
" ! 1 # 8 4 # 3 7"
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6 C Header File
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7 Use Case Walkthrough

4 # 4 3" <618 ! 2 ! §
6 ! ! 7" 3 ! bold
51 " # A # 6 8 ! e "

7.1 Configuration

“H 1 " ! #H e 4
# &"& (G $ < 1) 2
H ; " < " 1 # 2 1 - "6
! P H#HT 0 # H 6 — "
+H ! 2 ¢ $ 6 !
! $ 2 # 1 $ 8 5! 6

7.2 TNCS Startup
— LI l

2? !

7.3 TNCC Startup

— s 2" [IF-IMC] The details of the load
process are platform-specific. With the Microsoft Windows DLL binding, the TNCC
reads a protected registry key to find the IMC DLLs, then loads them.

+1 7" $ # 8 2
& $ 8612 n 424 "o
& * & $ 8 # 44 8 !
8 "l : " " #1 1 3
4 13 " 61 "o # 1
2 #1
1? ! [IF-IMC] The TNCC calls

TNC_IMC_Initialize for each IMC. The IMC performs any initialization it may need
to, such as connecting to a background process or starting threads (if permitted by the
platform binding).

3. [IF-IMC] The TNCC performs any other platform-specific initialization needed. With the
Microsoft Windows DLL binding, the TNCC calls the
TNC_IMC_ProvideBindFunction function to give each IMC a pointer to the bind
function (TNC_TNCC_BindFunction) used for Dynamic Function Binding.

7.4 Network Connect

S Gl # 6 8 "3 &T&S !
8% " 8 6 8% " 8 3
"$ 31 612 33 3 # H# 6 7 6
# 3 "
& & " 6 8 " 51 C " !
! § 2 # 1 § " 8 13: ! %
6 6 62 33 3 # Hit "y ! ! $
2 # 1 $ 8
C # 1 ! 6 ;1 " €d 2§ !
3! ! # 31 " #8 #H#"
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! # o1 4 4 4 ! C
C H 50§ 4" ! " "

1 n ;4 51 " <

# o # ! 6 $ 51 "3 2

a4 2 B | ! H "
" 3 #"§ 8 C & # 1 H# 3 #11
3 1 1 B8 ! 4
! # [IF-IMC] If this is a new network

connection, the TNCC calls TNC_IMC_NotifyConnectionChange with the newState
parameter set to TNC_CONNECTION_STATE_CREATE to indicate that a new network
connection has been created. The TNCC calls TNC_IMC_NotifyConnectionChange
with the newState parameter set to TNC_CONNECTION_STATE_HANDSHAKE to indicate
that a new Integrity Check Handshake is starting. The TNCC calls
TNC_IMC_BeginHandshake to inform the IMCs that a new Integrity Check Handshake
is starting and they should send their messages. The IMCs «call
TNC_TNCC_SendMessage to give their messages to the TNCC and then return from
TNC_IMC_BeginHandshake to indicate that they are done sending messages for this
batch.

! #H 8% " 8 "
# "o
H#! 3 " 7 31 62 3 1 " ! #
s&T&s "t ((C
# #H ! !
# "6 # " <
# $ 8
" 1 ? #H " 7 # #
;o # " ! <6 $ 4" #H 1
" "o C * H#H# " "4
* ns 4 LY ! # # 3
# § 8
" # #H
" # !
# " "8 D [IF-IMC] The TNCC delivers the IMV messages to

the IMCs via TNC_IMC_ReceiveMessage. The IMCs may call TNC_TNCC_SendMessage
before returning from TNC_IMC_ReceiveMessage if they want to send a response.
When the TNCC has delivered all the IMV messages to the IMCs, it calls
TNC_IMC_BatchEnding to inform them of this fact. The IMCs may call
TNC_TNCC_SendMessage before returning from TNC_IMC_BatchEnding if they want to
send a message to an IMV.

4 4 C * H#H $
# "o !
" C * H#H " r 7 "3 "l

8 #3 2 "6 ¢ * H#H "3

' (¢ *  HH# T l
#H C * H#H 4
" ( * o H#HH T ( «(#
# " H#E " 3 " 2 3! 62 2 3" 3
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D &"& # | # 6 8 " +1 $ # 3
# " " # 3 # "3 < # " 4 6
6 8 # 1

A C6 7 01 6 8 #1 ) 6
# ( * g " 4 [IF-IMC] The TNCC

signals this change in network connection state through the
TNC_IMC_NotifyConnectionChange function.
2 " # # " $ #
# " 1 6 % " 8 * * H#
# " 6 " ! "

7.5 Handshake Retry After Remediation

- # 1 # " $ #H # " # 1
51 8% " 8 I [IF-IMC] The IMC
signals this by calling the TNC_TNCC_RequestHandshakeRetry function.
6 8 % " 8 ; 3
" 1§ § <+ " 1# (Gai)
# " " # 6 8 " 8
% " 8 ; 2 4 1 "8 L/ V] $ #
"o 8 "8 % 64§ # 623 3
" 8 6 1 ! 6 8 # 4 3 3
/A 2 "8 o 8 8
% " 8 $ ! "
8 8 §:§ 6 8
348" " 6

7.6 Handshake Retry Initiated by TNCS

8 ! Gl "o 6 1
;1 6 6 51 "< 3 51 8
% " 8 6 8% " 8 3 " !
&"& 3  H#! " 1 6 # 4 1 " 8 # 3
" C / 51 "8 !
8 8% " 8 $ ! "
8 8 : 6 8
344" " 6 ! ! 623

7.7 C Binding Sequence Diagrams

7.7.1 Sequence Diagram for Network Connect
16 51 S A . 6 8 ! $
3" B
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IMC [ platform specific binding

TNCC NAR

NAA

TNCS

IMV

Discover, Load IMC using

TNCC_IMC_lInitialize
gl

TNC_TNCC_ReportMessageTypes

imcID, minVersion, maxVersion, /*out*/ pOutAct

ualVersion

Second Round i

nterface | REPIY

imclD, supportedTypes, typeCount o Access Reqliest
TNC_IMC_NotifyConnectionChange Start event
imclD, connectionID, newState = CREATE |
HANDSHAKE
TNC_IMC_NotifyConnectionChange
imclD, connectionID, newState = HANDSHAKE |
Initial Round
TNC_IMC_BeginHandshake
Connection Id
TNC_TNCC_SendMessage o
imcID, connectionID, message, messageLength, messageType
TNC_TNCC_SendMessage
—
imclD, connectionlD, message, messageLength, messggeType
IF-TNCCS
- R t
TS p lTNCS-NAA | IF-IMV
TNCC-NAR g

interface

imcID, connectionlD, message, messageLength, mes
TNC_TNCC_SendMessage

—
imclD, connectionID, message, messageLength, messa

imcID, connectionlD, newState = ACCESS_ALLOWED,
ACCESS_ISOLATED, or ACCESS_NONE

imclD, connectionID

sageType

geType

p- TNCS-NAA | IF-IMV
-l

interface

Lol
Request
Reply
TNCC_IMC_NotifyConnectionChange -

TNCC_IMC_Terminate

TNCC_IMC_NotifyConnectionChange

imcID, connectionID, newState = DELETE

Revision 8

access Request
d event

Connection
-l |-

closed

Figure 1 — C Binding: IF-IMC Network Connect Sequence Diagram
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7.7.2 Sequence Diagram for Handshake Retry After Remediation

N6 51 S L % v o8 *x ( *H"
! g v 3

Starts with Network Connection in ACCESS_ISOLATED or ACCESS_SUCCESS state

IMC TNCC TNCS MV

|
Vendor specific Remediatioh (may be via isolated network)

Ll
-

|

INC_INCC_ReguestHandshakeRetry |

imcl1), connectionll), reason = REMEDIA I'lOthQMPH—TI'l—Z
|

Verification process as shown in Figure 1

Figure 2 — C Binding: IF-IMC Handshake Retry After Remediation Sequence Diagram

7.7.3 Sequence Diagram for Handshake Retry Initiated by TNCS
16 51 # 1 % " 8 * "3 !
§ " 3" C

Starts with Network Connection in A

Trigger or

|

i -

lintegrity check handshake refry request Policy change
- :
I

I

I
Access Regliest !

I
Emn event, 1
| |

Verification process as shown in Figure 1

Figure 3 — C Binding: IF-IMC Handshake Retry Initiated by TNCS Sequence Diagram

7.7.4 Sequence Diagram for Network Connect

26 51 " #, 1 B! 6 8 ! $
" 3" B

Revision 8 Published Page 70 of 74
TCG PUBLISHED



IF-IMC Network Connect Sequence Diagram

TNCC NAR NAA TNCS IMV

Discover, Load IMC using
IMC [ Java bindings

initialize

-
-
tncc

reportMessageTypes

IMCConnection

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
; Access Request
t
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Start even

beginHandshake

connection
sendMessage
messageType, message

sendMessage

messageType, message
IF-TNCCS

|
| Request

TNCS-NAA | IF-IMV
P
interface |

Second Round

connection

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

| |

| | |
(REQUESt I TNCS-NAA | IF-IMV

|

|

|

|

|

|

|

|

|

|

|

|

;

|

|

|

|

|

|

|

|

|

|

|

|

|
|
|
|
|
|
| | _
i i /interface
|
|
|
|

i Access Requiest
devent |

|
|
| Connection
|
|
|
|

|
|
|
I
i closed
|
|
|
|

Figure 4 — Java Binding: IF-IMC Network Connect Sequence Diagram
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7.7.5 Sequence Diagram for Handshake Retry After Remediation

N6 51 S L % v o8 *x ( *H"
! g v 3

Sequence Diagram showing Handshake Retry After Remediation
Starts with Network Connection in ACCESS_ISOLATED or ACCESS_SUCCESS state

IMC IMCConnection TNCC TNCS

Vendor specific Remediation (may be via isolated network)

requestHandshakeRetr
reason = REMEDIATION_COMPLETE

-«

) 4

Verification process as shown in Figure 4

Figure 5 — Java Binding: IF-IMC Handshake Retry After Remediation Sequence Diagram

7.7.6 Sequence Diagram for Handshake Retry Initiated by TNCS
/S 51 " #,; 1 G % " 8 * "3 !
§ " 3" C
Sequence Diagram showing Handshake Retry Initiated by TNCS
Starts with Network Connection in ACCESS_ISOLATED or ACCESS_SUCCESS state
‘ TNCC ‘ ‘ NAR ‘ ‘ NAA ‘ ‘ TNCS ‘ ‘ IMVs

i i Trigger or
5 i ‘ \ I Policy change
Ligtegrity check handshake retry request ! } ge
1 (may revoke decess privileges) |
I I I
Access Request !

|

I

|

I
I I
I I
Siart event | ! !
| | |

Verification process as shown in Figurce 4

Figure 6 — Java Binding: IF-IMC Handshake Retry Initiated by TNCS Sequence Diagram
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8 Implementing a Simple IMC

4 3 # 4 3 " < 6 #HI1# # 1
$ . 4 1 ; #4 $ <
T #H# 1# i 1 - "6 + 2 # 3 $
2 ! D 31 "'& 2 6 !
2 # o+ # 1 1 # #

8.1 Decide on a Message Type and Format

§ THI T " 6 # renl o4 "6
# # 6203 # 4 4 N 3"
HIH 26 ! " 3"

8.2 TNC_IMC_Initialize

¢ #1 #H1H #%$ 1 ' #I1# $
#H 6 r 1 z " & 4 $ !
rr 1 ! $ #1127 "1 4 1#3
", , #1 & " 1? * 1 2 6 2
H LS VH ! + 2 13t TH L N ! 2
3 1 4 + # 2 v 1

8.3 TNC_IMC_ProvideBindFunction

/ 3 "1 / ! /
! "8 > 1 1 3 "1
§ 1 2

8.4 TNC_IMC_BeginHandshake

— 6 8% " 8 § 1:=1 6 " 1 4 " L1
" " 8 H 1 H ! $ 2
1 4 2 & + 6 8 +
4 $ 2 1 # $
# ! ! $ !
> 6 § 1

8.5 All Done!

K HO W4 # 1 # "o ! oo 2 # $
! H1H# &/ 11 # 6 | "
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9 References

9.1 Normative References

I ] [ 1 § TNC Architecture for Interoperability$
§ C
[ 1" § §Nn> 6 " ! * " * 51 # . 4008
- 8 * A$ AA
12) 8 §+5& D4 BN # "1 7 9 (1 08
" 8 * BS 4 #3  AA

9.2 Informative References

IBJ L I $TNC IF-IMV$ § 31
[N )$ D6 "  ADAAY AAAS & HH . ! U § AAA
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